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Ricardo and Roke to collaborate on next-

generation vehicle cyber security   
 

Ricardo plc and Roke Manor Research Ltd have signed a 

memorandum of understanding (MoU) to develop solutions 

that will make autonomous and connected transport robust 

against cyber attack 

 

Providing and assuring cyber security is a fundamental requirement if the benefits of 

future connected and autonomous vehicles (CAVs) are to be fully realized. Many of 

today’s new vehicles are already connected over the air for telematics and 

maintenance, for safety systems such as eCall, by consumers using insurance-based 

monitoring technology, and by the many smartphone apps available to vehicle 

owners. With the increasing CAV content being included within new vehicles – 

including aspects of vehicle control through driver assistance systems, and ultimately, 

fully autonomous vehicle technologies – the potential vulnerabilities to cyber threats 

will increase significantly. 

 

Ricardo’s position as a global leader in technology and innovation within the mobility 

sectors, combined with Roke’s 60 plus years of experience cyber security for 

government and commercial clients, will combine to allow for a ‘one stop shop’ in 

designing  cyber secure systems and infrastructure for the automotive sector. 

 

David Cole, Managing Director of Roke explains: “A new approach to CAV technology 

design and implementation is essential.  From infotainment, maintenance and 
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navigation, to vehicle to vehicle systems for fully autonomous driving – all provide a 

potential opportunity for malicious hacking attack. 

 

“The key is to design the security into the product, right from the start. This avoids 

having to ‘plug gaps’ later.  Our partnership with Ricardo means that we can rapidly 

develop news tools,  processes and assurance schemes  which will allow consumers 

to have  confidence in their new, smarter vehicles.” 

 

The two companies are already partners on the UK 5StarS project which aims to 

develop a 5-star type consumer rating framework for automotive cyber security, 

analogous to existing EuroNCAP type ratings for vehicle safety. Under the terms of 

the MoU announced today, Ricardo and Roke will contribute additional resources in 

parallel to their efforts under the 5StarS project, to develop joint product and service 

opportunities, building upon the synergies of their combined capabilities. 

 

“I am pleased that we have been able to conclude this MoU with Roke Manor 

Research,” added Ricardo CEO Dave Shemmans. “Through this partnership, our two 

companies are jointly demonstrating a commitment to delivering world-class solutions 

that leverage future technology and innovation while also ensuring the highest 

standards of safety and cyber security. This is a further demonstration of how Ricardo 

is willing and able to collaborate with leading specialists, to deliver synergies in terms 

of technology, products and services for the benefit of our respective customers.  

 

Ends 
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NOTES TO EDITORS: 
 
 
Ricardo plc is a global, world-class, multi-industry consultancy for engineering, technology, 
project innovation and strategy. Our people are committed to providing outstanding value 
through quality engineering solutions focused on high efficiency, low emission, class-leading 
product innovation and robust strategic implementation. With a century of delivering 
excellence and value through technology, our client list includes the world's major 
transportation original equipment manufacturers, supply chain organizations, energy 
companies, financial institutions and governments. Guided by our corporate values of respect, 
integrity, innovation and passion, we enable our customers to achieve sustainable growth and 
commercial success. Ricardo is listed in the FTSE4Good Index, which identifies global 
companies that demonstrate strong environmental, social and governance (ESG) practices. 
For more information, visit www.ricardo.com.   
 
Roke is a world-class technology consultancy based in Romsey, Hampshire and owned by the 
Chemring Group.  It blends world-class expertise in cyber security, autonomy and 
communications, Roke is one of Britain’s leading providers of advanced technology, innovation 
and advisory services. Established in 1956, we engineer critical solutions to protect what 
matters most in an uncertain world. Alongside defence and national security, our commercial 
team researches, develops and advises on technology to enable safer transport systems, 
autonomy and the cyber security of connected vehicles. For more information, visit 
www.roke.co.uk.  
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